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Science DMZ Design Pattern (Abstract)
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DMZ – Supercomputer Center DTN Cluster
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Context: Science DMZ Adoption

• DOE National Laboratories
– Supercomputer centers, LHC sites, experimental facilities
– Both large and small sites

• NSF CC* programs have funded many Science DMZs
– Large investments across the US university complex: over $100M
– Significant strategic importance

• Outside the USA
– Australia 
– Brazil
– UK
– More…
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Strategic Impacts
• What does this mean?
– We are in the midst of a significant cyberinfrastructure upgrade
– Enterprise networks need not be unduly perturbed J

• Significantly enhanced capabilities compared to 5 years ago
– Terabyte-scale data movement is much easier
– Petabyte-scale data movement possible outside the LHC experiments
• ~3.1Gbps = 1PB/month
• ~14Gbps = 1PB/week

– Widely-deployed tools are much better (e.g. Globus)
• Metcalfe’s Law of Network Utility
– Value of Science DMZ proportional to the number of DMZs
• n2 or n(logn) doesn’t matter – the effect is real

– Cyberinfrastructure value increases as we all upgrade
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Next Steps – Building On The Science DMZ

• Enhanced cyberinfrastructure substrate now exists
– Wide area networks (ESnet, GEANT, NRENs, Internet2, Regionals)
– Science DMZs connected to those networks
– DTNs in the Science DMZs

• What does the scientist see?
– Scientist sees a science application
• Data transfer
• Data portal
• Data analysis

– Science applications are the user interface to networks and DMZs

• Large-scale data-intensive science requires that we build science 
applications on top of the substrate components
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NCAR RDA Data Portal

• Let’s say I have a nice compute allocation at NERSC – climate science

• Let’s say I need some data from NCAR for my project

• https://rda.ucar.edu/

• Data sets (there are many more, but these are two):

• https://rda.ucar.edu/datasets/ds199.1/

• https://rda.ucar.edu/datasets/ds313.0/

• Download to NERSC (could also do ALCF or NCSA or OLCF)
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HPC Centers Matter

• Computing centers are special
– Centers of excellence / expertise
– Data repositories
– Computing for simulation, data analysis

• Really though – the people + cyberinfrastructure combo is special
– People who know how computers, networking, and storage work
– Enough resources to make things happen

• Computing facilities are anchors for many collaborations
– Common pattern: multi-institution team with access to one HPC center
– Shared data, analysis, simulation platform
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Data And HPC: The Petascale DTN Project
• Built on top of the Science DMZ

• Effort to improve data transfer performance between the DOE ASCR HPC 
facilities at ANL, LBNL, and ORNL, and also NCSA.
– Multiple current and future science projects need to transfer data between HPC 

facilities
– Performance was slow, configurations inconsistent
– Performance goal of 15 gigabits per second (equivalent to 1PB/week)
– Realize performance goal for routine Globus transfers without special tuning

• Reference data set is 4.4TB of cosmology simulation data

• Use performant, easy-to-use tools with production options on
– Globus Transfer service (previously Globus Online)
– Use GUI just like a user would, with default options
• E.g. integrity checksums enabled, as they should be
• No arcane magic!
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DTN Cluster Performance – HPC Facilities (2017)
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Improvements In Multiple Places

• DTN clusters expanded
– ALCF: 8 DTNs to 12
– NERSC: 4 DTNs to 8
– ORNL: 8 DTNs to 16 (for Globus pool)

• Network Upgrades
– ORNL: Nx10G to Nx40G
– NCSA: Nx10G to Nx100G
– NERSC: Nx10G to Nx40G

• Unrelated Globus change gave a big performance boost
– Change in behavior of transfers with large file counts (batch size 

increased)
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Petascale DTN Lifts All Boats

• Petascale DTN project benefits all projects which use the HPC facility DTNs
• Modern science data portal architecture
– Data portals which use modern architecture benefit from DTN 

improvements
– DTN scaling/improvements benefit all data portals which use the same 

pool
• Globus API supports this – see Globus World Tour
– https://www.globusworld.org/tour/
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Science Data Portals

• Large repositories of scientific data

– Climate data

– Sky surveys (astronomy, cosmology)

– Many others

– Data search, browsing, access

• Many scientific data portals were designed 15+ years ago

– Single-web-server design

– Data browse/search, data access, user awareness all in a single system

– All the data goes through the portal server

• In many cases by design

• E.g. embargo before publication (enforce access control)

– Better than old command-line FTP, but outdated by today’s standards
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Legacy Portal Design
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• Very difficult to improve performance 
without architectural change
– Software components all tangled 

together
– Difficult to put the whole portal in a 

Science DMZ because of security
– Even if you could put it in a DMZ, many 

components aren’t scalable
• What does architectural change mean?



Architectural Examination of Data Portals

• Not necessarily advocating CDNs for science data (not really a good fit)

• Common data portal functions (most portals have these)

– Search/query/discovery

– Data download method for data access

– GUI for browsing by humans

– API for machine access – ideally incorporates search/query + download

• Performance pain is primarily in the data handling piece

– Rapid increase in data scale eclipsed legacy software stack capabilities

– Portal servers often stuck in enterprise network

• Can we “disassemble” the portal and put the pieces back together better?

– Use Science DMZ as a platform for the data piece

– Avoid placing complex software in the Science DMZ

6/11/1819



Legacy Portal Design
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Next-Generation Portal Leverages Science DMZ
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Put The Data On Dedicated Infrastructure

• We have separated the data handling from the portal logic
• Portal is still its normal self, but enhanced
– Portal GUI, database, search, etc. all function as they did before
– Query returns pointers to data objects in the Science DMZ
– Portal is now freed from ties to the data servers (run it on Amazon if you 

want!)
• Data handling is separate, and scalable
– High-performance DTNs in the Science DMZ
– Scale as much as you need to without modifying the portal software

• Outsource data handling to computing centers
– Computing centers are set up for large-scale data
– Let them handle the large-scale data, and let the portal do the orchestration 

of data placement
• https://peerj.com/articles/cs-144/ - Modern Research Data Portal paper
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NCAR RDA Performance to DOE HPC Facilities
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• 1.5TB data set
• 1121 files



Larger Strategic Picture

• Across the scientific community, larger structures are being built
– HPC facilities combined with experiments
– DTNs between campuses
– These create the platform for future scientific discoveries.

• Building DMZs, DTNs, and similar things for scientists puts the power of 
modern cyberinfrastructure in the hands of the people who will make the 
discoveries that change our world for the better.

• By doing this work, we help bring about the future that we all want - better 
medicine, better technology, more energy, a cleaner environment, etc.
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Long-Term Vision
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It’s All A Bunch Of Science DMZs
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It’s All A Bunch Of Science DMZs
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Thanks!

Eli Dart
Energy Sciences Network (ESnet)
Lawrence Berkeley National Laboratory

http://my.es.net/

http://www.es.net/

http://fasterdata.es.net/
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http://fasterdata.es.net/


Extra slides – data download from portal
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Portal creates a Globus transfer job for us
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Submit the transfer job, go about our business
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Data Transfer from RDA Portal – Results 
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